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Risk Analysis and Ranking Method for an Expressway
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Abstract

Critical infrastructure has established the protection plan by designating nine areas such as transportation and energy. State infrastructure
is normalized when it is organically moved by referring to the facilities that are of core importance to the country. There are
railways, highways, air transportation, and others in the transportation sector. Korea Expressway Corporation is a disaster management
authority responsible for highways nationwide. For the normal operation of critical infrastructure, it is necessary to conduct risk
assessment of management facilities and establish protection plans. The government requires the selection of key risks through
the assessment of relative risk by facility type and disaster type. According to the Guidelines for Establishing Critical Infrastructure
Protection Plan, it is necessary to judge the probability of occurrence and the scale of damage (human, economic, and functional)
in the risk analysis stage. In this study, we analyze disaster cases and determine the degree of likelihood and the consequences
in order to assess the risks according to the characteristics of highways of critical infrastructure. Risk assessment was conducted
through the creation of a reference table, and the result of relative risk for each disaster type was derived.
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Table 1. Disaster Risk Assessment Scope

Disaster Type Infrastructure at Risk

Storm, Flood, Bridge, Tunnel, Slope,

H-1 . . .. .
Inundation, Erosion | retaining wall, Highway road

H-2 Snow Damage Highway road

H-3 fire Bridge, Tunnel, Highway road
H-4 | Hazardous accident Highway road

H-5 Fog Highway road

H-6 Traffic accident Highway road

H-7 Thunderbolt Bridge, Highway road

H-8 Blocking Traffic Highway road

Bridge, Tunnel, Slope,

H- Earthquak
? arthquake retaining wall, Highway road
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Table 2. Identify Risks

Research scope

Establishing the context

Risk Identification

Risk Analysis
Risk Evaluation

Communication And Consultation
MonitoringAnd Review

Fig. 1. Risk Assessment Process Flowchart
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2.2 2|A3 AlH(risk identification)
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step. 1 step.2 step.3 step.4
stage - . . - -
Create Risk pool Eliminate redundancy | Categorization Identify Risks
Investigation of domestic and overseas . .. R .
plan . L. Reflect disaster expert opinions, utilize internal meetings and reports
infrastructure risk list
- Disaster and Safety Management Basic Law
- National Crisis Management Basic Guidelines
- Natural Disaster Countermeasures Act - Construction and - Similar risk
tents | - Guidelines for the Protection of National association analysis classification - Final risk
contents . . . S .
Infrastructure Systems - The primary risk - Second risk identification result
- Information Communication Infrastructure identification result identification result
Protection Act
- Overseas infrastructure risk
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Analysis Historical Data

Typhoons and Floods
Snow Damage
Fire
Chemical accident
Fog
Traffic Accident
blocking traffic
earthquake

l

Determine Impact factors

| Domestic and Foreign Literature Survey |

| Expert advice |

!

Deriving maximum and minimum amount of
Consequences by disaster type

| Health impact ‘ | Economic impact || Funtional impact |
| Injury(Death) | | Loss

| Traffic
aralysis time

Deriving Likelyhood by disaster type |

!

| Judgment Criteria ‘

!

Risk analysis by disaster type

Likelyhood || Consequences l

Fig. 2. Risk Analysis Process
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Table 3. Storm, Flood, Inundation Case Analysis
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. number of duration Table 5. Fire Case Analysis
Likelihood occurrences
1000 Syears number of
Likelihood occurrences duration
Consequence minimum ‘ maximum 115 13years
Human Casualties(death)
impact - ‘ 2 Consequence minimum ‘ maximum
economic amount of damage(hundred million) Human Casualties(death)
impact 0 ‘ 8.07 impact - ‘ 20(1)
functional Functional paralysis time(hours) economic amount of damage(hundred million)
impact 0.32 ‘ 14 impact - ‘ 18
functional Functional paralysis time(hours)
) impact - ‘ 20
Table 4. Snow Damage Case Analysis
o number of duration Table 6. Hazardous Accident Case Analysis
Likelihood occurrences
18 15years number of .
Likelihood occurrences duration
Consequence minimum ‘ maximum 87 14years
Human Casualties(death)
impact - ‘ 34 Consequence minimum ‘ maximum
economic amount of damage(hundred million) Human Casualties(death)
impact 0 ‘ 0.15 impact - ‘ 21
functional Functional paralysis time(hours) economic amount of damage(hundred million won)
impact 1.15 ‘ 27 impact - ‘ 1.7
functional Functional paralysis time(hours)
23.13 H-3: 34 impact - | 12
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Table 9. Thunderbolt Case Analysis

Table 7. Fog Case Analysi number of durati
able 7. Fog Case Analysis Likelihood occUITences uration
number of . 1 15years
o duration
Likelihood occurrences
9 11years Consequence minimum ‘ maximum
Human Casualties(death)
Consequence minimum ‘ maximum impact - ‘ 1(1)
Human Casualties(death) economic amount of damage, hundred million won
impact 1 ‘ 60(11) impact - ‘ 23
economic amount of damage(hundred million) functional Functional paralysis time, hours
impact - ‘ 40 impact - ‘ 1.3
functional Functional paralysis time(hours)
impact - ‘ 24
Table 10. Blocking Traffic Case Analysis
. . number of .
Table 8. Traffic Accident Case Analysis . duration
Likelihood occurrences
number of . 2 15years
o duration
Likelihood occurrences
10,000 lyears Consequence minimum ‘ maximum
Human Casualties(death)
Consequence minimum ‘ maximum impact - ‘ -
Human Casualties(death) economic amount of damage(hundred million won)
impact : \ 414) impact - | -
economic amount of damage(hundred million won) functional Functional paralysis time(hours)
impact - ‘ 0.55 impact - ‘ 12
functional Functional paralysis time(hours)
impact - 6
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Table 11. earthquake Case Analysis

number of .
duration
Likelihood occurrences
10 S0years
Consequence minimum | maximum
Human Casualties(death)
impact - | -
economic amount of damage(hundred million won)
impact - | -
functional Functional paralysis time(hours)
impact - -
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Table 12. Analysis of Damage Scale by Disaster Type

Human Economic Functional
. impact impact impact
Disaster
Number of amount of .
Type ) ) Functional
Casualties economic aralysis time
(death) damage paraly
H-1 2 8.07 14
H-2 34(7) 0.15 27
H-3 20(1) 18 20
H-4 21 1.7 12
H-5 60(11) 40 24
H-6 41(4) 0.55 6
H-7 1(1) 23 1.3
H-8 0 0 12
H-9 0 0 0

Table 13. Human Impact Criteria

Description

level
number of Casualties

> 60

4
3 40 - 60
2 20 - 40

1 <20
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Table 14. Economic Impact Criteria

Description

level -
amount of economic damage

> 40 hundred million won

10 - 25 hundred million won

4
3 25 - 40 hundred million won
2
1

< 10 hundred million won
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Table 15. Functional Impact Criteria

Table 17. Likelihood Criteria

Description Description
level level
Functional paralysis time likelihod
4 > 27 hours 4 more than 1 in a day
3 18 - 27 hours 3 more than 1 in a month
2 9 - 18 hours 2 more than 1 in a year
1 < 9 hours 1 less than 1 in a year
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Table 16. Analysis of Damage Scale by Disaster Type

Disaster Type | number of occurrences duration
H-1 1000 Syears
H-2 18 15years
H-3 115 13years
H-4 87 14years
H-5 9 11years
H-6 10,000 lyears
H-7 1 15years
H-8 2 15years
H-9 10 50years

Table 18. Analysis of Damage Scale by Disaster Type

2.3.3 2|23 APH(risk evaluation)
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Disaster Type Human Efonomic Fl%nctional Consequence Likelihood |Risk Score| priority
impact 1mpact 1mpact avg
H-1 Inuig?o’nflgroiion 1 1 2 133 3 3.99 4
H-2 Snow Damage 2 1 4 2.33 2 4.67 2
H-3 fire 2 2 3 2.33 2 4.67 2
H-4 Hazardous accident 2 1 2 1.67 1 1.67 6
H-5 Fog 4 4 3 3.67 1 3.67 5
H-6 Traffic accident 3 1 1 1.67 4 6.67 1
H-7 Thunderbolt 1 2 1 1.33 1 1.33 7
H-8 Blocking Traffic 1 1 2 1.33 1 1.33 7
H-9 Earthquake 1 1 1 1.00 1 1.00 9

36 st=2ERfsts| =22, HM18H 75 20184 128



HE 20 B Aow BoEn) A2le] B9 Ao HEo
2 HlolE) Balol] 7L F SIUE SEEAL B ool
WAH S T ElolE Aol /e = s 57
B4 AIo] Aol we} Wi 7hsAe] glome 7]
59l QHlo|=r} Wasitia wekw,

3.

I

=

HZ F7PHEA 9 =7 HAE RS E 9g EE0]
T QoA A7t JaFolth U9 APAFAAM=
7P AAY) B oET B wEgiol Ay
=3} L ST IAAS] HEE WrF WHE] T
AXNERD AF7F F5 o|FNE B 7P A 2} Rolol)
uh= glaa H7PRRE 2 tigk FAE”] A7 FSE R
BTt I&ETE TP IRAIE S ) Al gETE
o} WAV S AAsH] % AAr|EE G
Bl Tl AR AFshe FEH AEL]ol =l
9] ojto M= A7} HaHn} §lok wEha] 2 At
A A& A S AldAkEY] BA4-S Fake] T3]
TE g5 TEat Ad3E A 3], A1z 53,
WFUHH|AZ] Tigh B498 B3l TstE B ]ERe)
F1he 2ok TS =3 @A7EA] EAYRE A
HAHE 2AR 45522 o] AdV|ERE AAst
of g3 Prhol &8t 2 AGRIER g3
W71 B3l st ol AiE]] gl2aa g gRlsko
I7P AR &S BElEh] g HEe A=
o] AR AFTAE A AT D& T BN
2 Tlle) o2& /N Al tiste] 242} gla3 kst
7ol olg o] o AGFFE g2 FrtE T3l
AR B3 E AR T AR AAS AREP]
et M2 ol =0l He A Jul ga3Es
EE3HTh

£ ATE B3l glam WrhE 8T ke 7PN
Fe)7)e] $gE dlolEE E-gsled Theksl Alde] A
Al P23 AEAEE e WHEe] a880=
2854 Ziggt). &% g3 Prlel E8E & e
AEE w2 vlolEr} 5o XIohd B84, A g3
7V Feisle] 0 FEkt glag Wy 9 oA glaa
B} obd ARl 7ERE &89 AR glad Wt
£ 53 A+ A3 =] 7hssita daEh

References

Baccarini, D., and Archer, R. (2001). The risk ranking of
projects: A methodology. International Journal of

Project Management, Vol. 19, No. 3, pp. 139-145.

Choi, D.S., Yoon, K.H., and Shin, J.D. (2014). A study
on law analysis for efficient critical infrastructure
protection. J. Korean Soc. Hazard Mitig., Vol. 14,
No. 1, pp. 233-245.

Curtis, J.A., Dailey, J.S., D’Angelo, D., DeWitt, S.D., Graf,
M.J.,, Henkel, T.A., et al. (2012). Transportation risk
management: International practices for program
development and project delivery. Report No.
FHWA-PL-12-029, u.sS Department of
Transportation, Federal Highway Administration.

Haimes, Y.Y., Lambert, J.H., Kaplan, S., Pikus, I, and Leung,
F. (2002). 4 risk assessment methodology for critical
transportation infrastructure. Report  No.
FHWA/VTRC 02-CRS, Virginia Transportation
Research Council.

Shin, J.D., Choi, D.S., and Yoon, K.H. (2013). Analysis
of interdependencies and cascading failure effects

Report  No.

National

on  critical  infrastructure.
NDMI-Primary-2013-05-01,
Management Institute.

Shin, J.D., Yoon, K.H., Choi, D.S. and Kim, H.J. (2014).

blackout
considering interdependency matrix and resilience in
critical infrastructure. J. Korean Soc. Hazard Mitig.,
Vol. 14, No. 4, pp. 189-198.

Song, C.Y., and Park, S.H. (2017). Strategy for enhancement
of a protection of national infrastructure in

Disaster

Disaster consequence analysis on

transportation. J. Korean Soc. Hazard Mitig., Vol.
17, No. 1, pp. 193-202.

Theocharidou, M., and Giannopoulos, G. (2015). Risk
assessment methodologies for critical infrastructure
protection. Part II: A new approach. JRC Science
and Policy Report, European Union.

Yu, S.Y. (2011). A review of critical infrastructure resilience
study as the future area of geosciences. Economic
and Environmental Geology, Vol. 44, No. 6, pp.
533-539.

Received October 24, 2018
October 30, 2018
B November 13, 2018

Revised
Accepted

DEIE IPIHAIN EHEAHS 95 MUREE e U STkt 37




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


