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A Study on the Consideration of the Required Operational
Capabilities for the Smart Defense Drone System against
Hostile Drones in National Important Facilities
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Abstract

This study aims to derive the required operational capability for the defense drone system against hostile drones in national important
facilities. For the Delphi survey, the panel comprises 30 experts related to the defense drone system as well as anti-aircraft operations.
The first questionnaire investigates the considerations required for the operational capabilities, and then their agreements on each
extracted consideration are analyzed statistically in the second to fourth questionnaire. Consequently, 15 final considerations are
reclassified with five factors such as detecting, Enterprise data sharing, incapacitating, identifying and tracking, and universal supporting.
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Group Main capability Characteristic

- Weight: 9.07 kg or less - Hand launched

Group #1 - AGL: below 1,200 ft (365 m) - Offering realtime video and control
- Speed: 100 Kts (185 km/h) - Operated within lone of sight of user
- Weight: 9.52~24.92 kg .

- Low radar cross-section

Group #2 - AGL: below 3,500 ft (1,066 m) ~ Small airframe
- Speed: 250 Kts (185 km/h)
- Weight: 24.94~598 kg

Group #3 - AGL: below 3,500 ft (5,486 m) - Range and endurance varies significantly among platforms
- Speed: 250 Kts (185 km/h)
- Weight: more than 598.74 kg

Group #4 - MSL: below 18,000 ft - Relatively large systems operated at medium to high altitudes
- Speed: any speed

Group #5 : \I\);[];f:lltl;i;(;jetltl;in 1;?5024 fi(g - Operated at medium to .high altitudes having the greatest

range, endurance, and airspeed

- Speed: any speed

- RCS: Radar Cross Section
- AGL: Above Ground Level
- MSL: Mean Sea Level
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Table 2. Selection and Classification of Experts for Delphi
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. L Survey (Percentage)
Occupation Speciality Group
Ist 2nd 3rd
Solider 10 (33.3%) 10 (33.3%) 10 (33.3%) 10 (33.3%)

Professor Researcher 10 (33.3%) 7 (26.7%) 9 (30.0%) 9 (30.0%)

R & D Group 10 (33.3%) 8 (23.3%) 8 (26.7%) 8 (26.7%)

Total 30 25 27 27
Table 3. Factors Considered for Protective Criteria

Code Statements
Q.01 Battery support capabilities for long-term independent operations
Q.02 Ability to identify operator position based on drone position
Q.03 Support universal platforms that are free to mount and operate
Q.04 Analysis and identification of drone's mounts
Q.05 Provide location of drones in COP (Common Operational Picture)
Q.06 Ability to monitor, analyze, process and store real-time images day and night
Q.07 Ability to identify and track drones emerging from clusters and multiple locations
Q.08 Neutralization of drone swarms through control channel and GPS signal jamming
Q.09 Detection ability of the position, speed and state of motion of a very small drone (less than 10 cm)
Q.10 Wide range of detection distances that can be pre-identified and struck outside the drone's perimeter
Q.11 Ensuring that the body is harmless from electromagnetic waves
Q.12 Drone type classification and Identification based on artificial intelligence
Q.13 Energy Saving Function with power control
Q.14 Ensuring interoperability with existing information systems
Q.15 Ability to identify frequency bandwidth of control channel between drones and operators
Q.16 5G mobile communication based large data communication ability
Q.17 Ability to share and situations awareness for coordination with relevant agencies
Q.18 VR (Virtual Reality) based command decision support
Q.19 Real-time image analysis and processing technology
Q.20 Supports operation in adverse weather and conditions (harsh, hot, stormy, dust, rainfall, snowfall, fog)
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Table 4. Degree of Agreement in Seven Points Scale Method
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Table 5. Statistical
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Fig. 2. Results of Second Survey on Considered Factors for Drone Combat System

Analysis on Results of Second Survey

Descriptive Statistics Normality Wilcoxon signed rank test
Code - Determ.
Mean Standard | Median IQR* w p-value A% p-value
Q.01 6.15 0.745 6.00 1.00 0.809 0.001 210.0 0.000 Accepted
Q.02 5.67 1.252 6.000 3.000 0.799 0.000 780 0.000 Accepted
Q.03 5.65 1.137 6.00 1.00 0.844 0.004 151.0 0.000 Accepted
Q.04 4.50 1.000 4.50 1.00 0.889 0.025 63.0 0.051 Deffered
Q.05 5.85 0.988 6.00 0.50 0.822 0.002 153.0 0.000 Accepted
Q.06 4.925 1.774 5.000 4.000 0.879 0.000 798 0.000 Accepted
Q.07 5.40 0.940 5.50 1.00 0.879 0.017 136.0 0.000 Accepted
Q.08 6.15 0.671 6.00 1.00 0.798 0.000 210.0 0.000 Accepted
Q.09 5.90 0.718 6.00 0.00 0.790 0.000 190.0 0.000 Accepted
Q.10 4.95 1.234 5.00 2.00 0.912 0.069 106.0 0.007 Accepted
Q.11 5.45 1.316 6.00 1.25 0.874 0.014 128.0 0.001 Accepted
Q.12 5.60 1.353 6.00 0.25 0.679 0.000 189.0 0.001 Accepted
Q.13 4.35 1.348 4.00 1.25 0.951 0.380 69.5 0.273 Deffered
Q.14 5.40 0.995 6.00 1.25 0.851 0.005 120.0 0.000 Accepted
Q.15 5.45 1.356 6.00 1.50 0.890 0.027 128.0 0.001 Accepted
Q.16 3.85 1.268 4.00 1.25 0.883 0.020 26.0 0.524 Deffered
Q.17 5.65 1.182 6.00 1.25 0.876 0.015 150.5 0.000 Accepted
Q.18 4.85 1.663 5.00 2.00 0.882 0.019 103.0 0.064 Deffered
Q.19 3.491 2.275 4.000 3.000 0.930 0.004 339 0.104 Deferred
Q.20 5.623 1.484 6.000 3.000 0.810 0.000 989.5 0.000 Accepted
*IQR: Interquartile Range
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Table 6. Statistical Analysis on Results of Third Survey
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Code - Determ.
Mean Standard | Median IQR w p-value \% p-value
Q.04 3.566 1.185 4.000 3.000 0.837 0.000 224 0.005 Rejected
Q.13 2.736 2.588 2.000 5.000 0.852 0.000 304.5 0.001 Rejected
Q.16 3.453 1.814 3.000 3.000 0.873 0.000 311.5 0.02 Rejected
Q.18 3.396 1.702 3.000 3.000 0.943 0.014 287.5 0.023 Rejected
Q.19 3.132 1.687 3.000 2.000 0.909 0.001 238 0.001 Rejected
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Table 7. Varimax Rotation Results on Major Factors

Code RC1 RC2 RC5 RC3 RC4 h2 u2
Q.09 0.76 0.342 1.3
Q.15 0.86 0.860 1.4
Q.10 0.72 0.314 1.9
Q.17 0.70 0.469 1.3
Q.14 0.86 0.449 1.0
Q.05 0.43 0.550 3.0
Q.03 0.56 0.441 2.6
Q.08 0.76 0.386 1.2
Q.01 0.67 0.352 2.1
Q.20 0.55 0.322 33
Q.11 0.32 0.402 3.0
Q.02 0.67 0.535 1.1
Q.07 0.81 0.312 1.1
Q.06 0.43 0.349 1.8
Q.12 0.37 0.485 1.1
Table 8. Explanation by Each Factors
RCl1 RC2 RCS5 RC3 RC4
SS loadings 2.65 2.10 1.90 1.89 1.88
Proportion Var 0.18 0.14 0.13 0.13 0.13
Cumulative Var 0.18 0.32 0.44 0.57 0.69
Proportion Explained 0.25 0.20 0.18 0.18 0.18
Cumulative Proportion 0.25 0.46 0.64 0.82 1.00
* Mean item complexity = 1.7
* Test of the hypothesis that 5 components are sufficient.
* The root mean square of the residuals (RMSR) is 0.1
* with the empirical chi square 59.18 with prob < 2.13-07
* Fit based upon off diagonal values = 0.59> q( )
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Table 9. Common Factors According to Factor Analysis Results

Factor Consideration
Q.09 Detection ability of the position, speed and state of motion of a very small drone (less
than 10 cm)
RCl1 Detecting Q.10 Wide range of detection distances that can be pre-identified and struck outside the

drone's perimeter

Q.15 | Ability to identify frequency bandwidth of control channel between drones and operators

Enterprise Q.05

Provide location of drones in COP (Common Operational Picture)

RC2 Data Q.14

Ensuring interoperability with existing information systems

Sharing Q.17

Ability to share and situations awareness for coordination with relevant agencies

Q.01 | Battery Support Capabilities for Long-Term Independent Operations

Q.08 | Neutralization of drone swarms through control channel and GPS signal jamming

RC3 | Incapacitating | Q.11

Ensuring that the body is harmless from electromagnetic waves

.20
Q snowfall, fog)

Supports operation in adverse weather and conditions (harsh, hot, stormy, dust, rainfall,

Q.02 | Ability to identify operator position based on drone position

RC4 Identlt(}/mg Q.06 | Ability to monitor, analyze, process and store real-time images day and night
an
racking Q.07 | Ability to identify and track drones emerging from clusters and multiple locations
Q.12 | Drone type Classification and Identification based on artificial Intelligence
Universal .
RCS . Q.03 | Support universal platforms that are free to mount and operate
Supporting
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